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survey of higher education students at the distance stage of education. The links of
Interaction between the teacher and the higher education student, possible ways of
fraud and various types of countermeasures, its effectiveness, which changes over time,
are analyzed in detail.

The main principles of professional hybrid proctoring are described: Al
monitoring with facial recognition, automatic analysis of the environment using 360°
video cameras, sounds and movements, including eyes, detection of multiple browser
windows with desktop locking); principles of assessing the "confidence level” of the
answer; features of human observation in real time via webcam and microphone (Live
Proctoring); use of different levels of test abstraction, including illustrative, subjective
(open) questions, psychometric tests with the transition from memory testing to testing
the next levels of competence and critical thinking; randomized creation of unique
individual sets of tasks. Attention is drawn to adaptability to the detection of deepfake
technologies, the importance of plagiarism tracking and data encryption according to
privacy standards.

Keywords: distance education, methodology, organization, combined education,
online education, offline education, artificial intelligence, martial law
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3ABE3NEYEHHS AKAJEMIYHOI JOBPOYECHOCTI ITIJ] YAC
TUCTAHIIITHOI NIATOTOBKU 3/I0BYBAUIB BUIIIOT MEJIUYHOI
OCBITH B YMOBAX BOCHHOI'O CTAHY B EIOXY
HEOBMEKEHOT'O MOIIMPEHHSA IITYYHOT'O IHTEJEKTY

AHoTamiss. Y cTaTTi OpEACTaBICHO aHaNi3 JITepaTypHHX JaHUX Ta BJIACHUX
CIIOCTEPEkKEHb, K1 MpoBoaAnIUCh Ha Kadeapi JIOP-xsopod BHMY im. M. I. [Tuporosa
(M.Binnuis, Ykpaina), moao ocoOiuMBocTel opraHizaiii HaBYaJIBHOTO MPOIECY 3
KJIIHIYHUX JUCUUIUIIH B YMOBaX BOEHHOTO CTaHy B TUJIOBUX BHIIUX MEIUYHUX
HaBYAJIBHUX 3aKJIaJlax. 3BEPTAEThCS yBara Ha MepeBaru 1 HeJOJIIKU JUCTAHIIIHHOTO 1
OYHOTO HaBYaHHS, MPUHIUNUA ONTHMI3allii MPAKTUYHOI MIATOTOBKH 1 MiATPUMKH
aKaJeMIgyHO1 JOOPOYECHOCTI MijJ 4Yac MPOBEACHHS IUCTAHI[IWHUX 3aHSATHh B €MOXY
HEOOMEKEHOI0 BUKOPHUCTAHHS TEXHOJIOT1H TenecydiepyBaHHs B peaJbHOMY Yaci Ha
0a3i mMTYy4YHOTO 1HTENEKTY. B poOOTI aHam3yIOThCS METOIU KOHTPOJIIO 32 3JI0BXKUB-
aHHSIM BUKOPHUCTAHHS HITYYHOTO IHTEJEKTY Ta PI3HMX BHUJIB IIaxpaucTBa Mmija 4ac
OTNUTYBaHHs 3/100yBayviB BUIIIOi OCBITH HAa TUCTAHIIIMHOMY €Talll HaB4aHHs. JleTaabHo
aHani3yIOTLCﬂ TIAHKH BsaeMoz[i'l' BUKJIaJaua 1 3z[o6yBaqa Bmuo'l' OCBITH, MO>XJIUBI

Onucano OCHOBHI TPUHITUITU r[poq)ecumoro r16p1/111H0r0 npokTopunry: I MoHi-
TOPHHT 3 PO3Mi3HABAHHIM OOJUYYS, aBTOMAaTUYHUM aHAJII30M CEepPEOBHINA 3aBISKH
BijlcokamepaM-360°, 3BYKIB 1 pyXiB B T.4. O4€H, ACTEKIIE€I0 KIJIbKOX BIKOH Opay3epa 3
0JIOKYBaHHSM pPOOOYOTO CTOJY); MPUHIIUIM OI[IHKK «PIBHS JOBIpW» IO BIJIMOBIJI;
OCOOJIMBOCT] CITOCTEPEIKEHHS JIIOAUHOK Yy peabHOMY gaci gepe3 Be6KaMepy Ta
M1Kp0c130H (Live Proctoring); 3actocyBaHHs pi3HOTO PiBHS aOCTpaKIlii TECTiB B T.4.
UTIOCTPaTUBHUX, CyO €KTUBHUX (BIAKPUTHX) 3alHUTaHb, MCUXOMETPUYHUX TECTIB 3
MepPeX0JIOM BiJl IEPEBIPKH IMaM’ATI 10 MEPEBIPKU HACTYITHUX PIBHIB KOMIIETEHTHOCTI1
Ta KPUTUYHOIO MUCJIEHHS; PaHJIOMI30BaHE CTBOPEHHS YHIKAJIbHHX 1HAWBIIYaJIbHUX
HaOoOpiB 3aBllaHb. 3BEPHYTO YyBary Ha aJanTUBHICTh 10 BusBieHHs deepfake-
TEXHOJIOT1H, BaXJIMBICTh BIJICTEKEHHS TUIariaty 1 mu@pyBaHHs JaHUX 3a CTaHapTaMU
MIPUBATHOCTI.

Kuro4oBi ciioBa: aucTaHIiiiiHe HaBYaHHS, METOJ0JIOTIs, OpraHi3allisi, KOMOIHO-
BaHE HaBYaHHsI, HABYaHHS OHJIAWH, HAaBYaHHS O(IaifH, IITYyYHUN 1HTEJIEKT, BOEHHUI
CTaH

Relevance. The use of combined methods for training higher medical education
students in conditions of martial law has become critical. Active development of the
distance learning component of theoretical and practical training and knowledge
assessment methods in Ukraine began under epidemiological restrictions (the COVID-
19 pandemic). Distance learning methods continue to be improved and are becoming
more widespread. This is due to certain advantages of distance education: reducing the
load on the transport system, freeing up housing resources with the corresponding
economic effect, and enabling remote regions to communicate with leading global
educational and scientific centers [9, 10, 13, 17].
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It can be assumed that the basic organizational issues (material and technical
support, ensuring stable high-quality two-way communication, mastering specific
computer skills, preparing specific medical visual demonstrations of a large amount of
anatomical, physiological, and clinical data) have been largely resolved. The Vinnitsa
National Medical University named after M.1. Pirogov ENT-diseases department at has
accumulated positive experience in introducing distance learning into the clinical
discipline of otorhinolaryngology with minimization of its negative features [12, 14, 17].
Ways to improve distance learning include: expanding the monitor with the ability to
simultaneously realization demonstrations and maintain visual contact with students;
optimisation of the work program with selection of the most important clinical issues
in otorhinolaryngology according to the significance level according to the V. Pareto
procedure [1, 15]; creating appropriate visualizations of clinical data in the *.ppsx-type
demonstrations; parallel use of Latin, Ukrainian and English languages; creating and
using digital illustrations, photo and video materials of clinical and endoscopic studies
and surgical interventions [11, 16, 18]; informing students and dean's office about the
classes held and the achievements of each student in a special Internet resource
"Electronic Journal” (https://ez.vnmu.edu.ua) [21]; creation of databases of video
endoscopic methods of examination of ENT-organs, schematic and real endoscopic
images of anatomical structures of ENT-organs, results of tuning fork hearing tests,
audiograms; improvement of selective, substitution, and illustrative tests, clinical cases
of ENT-pathology, sets of X-rays, CT and MRI tomograms: printing of 3D-models for
demonstration and improvement of practical skills in ENT-examination and emergency
care for laryngeal stenosis and nosebleeds, samples of 3D-implants, stents [9, 10, 13,
17, 19, 20, 29, 30, 31].

However, some subjective factors in the distance learning and knowledge
assessment contribute to a decrease in both practical skills and active theoretical
knowledge. In addition, opportunities arise for violations of academic integrity. It is
well known that students have the technical ability to maintain separate communication
with each other (isolated from the teacher) using additional gadgets (intrameatal
communication devices, additional monitors, computers, or phones); students can
obtain demonstration material in advance, including for tests, even by recording the
screen of previous classes in other groups. Each teacher observed eye movements
characteristic of reading, shifting gaze to another monitor, reflections of the second
monitor in the student's glasses, long delays before answering with numerous
rephrasing of questions; heard the sound of keys typing queries into electronic resource
search engines. These behaviors indicate insufficient training for the class and the use
of "external™ knowledge [9, 10, 11, 24, 28].

According to an anonymous non-randomized survey, the percentage of higher
education students who systematically use artificial intelligence (Al) is more than twice
as high as that of university teachers and three times higher than that of a group of
experienced teachers in the older age category. This prevents the correct assessment of
knowledge level during distance learning. The widespread and systematic use of

1987
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network Al in recent years is an indisputable fact. Otter.ai became available in March
2018, the Al assistant OtterPilot was launched in February 2023. Since September
2022, the speech transcription system Whisper (from OpenAl) has been widely
available. In March 2023, OpenAl officially released the GPT-4 Al-chatbot, and in
July 2023, Anthropic provided broad public access to Claude.ai.

The rapid evolution of Al and related systems creates new challenges for distance
learning. Oral exams, which were considered a model of academic integrity and
protection against plagiarism, have become critically vulnerable in distance learning.

Until 2022, academic cheating in remote classes mainly involved searching for
answers in pre-selected material or online search resources, or getting help from third
person. These methods of cheating required a certain amount of time to search for,
listen to, or read the answer. With the advent of Al (GPT-4, Claude, and specialized
transcribers (Otter.ai, Whisper)), students gained the ability to use "cognitive
prostheses™ in real time. Speech transcription, answer generation, and display on the
screen take 3-5 seconds. It is even possible to use video or audio stream substitution
(deepfakes) [3, 4, 6, 7, 23, 25, 26, 27]. The latter significantly reduces the professional
medical component of knowledge.

Effective counteraction to "remote fraud" is possible with an understanding of the
"mechanics™ of deception. To understand it, it is advisable to divide and separately
analyze all links of interaction between the teacher and the student during a speaking
exam. The following links of interaction are distinguished: 1) the examiner asks the
guestion orally; 2) the student perceives the question, analyzes it, and, if he does not
know the answer, sends it to the prompter, waits for the prompt, perceives it (reads or
listens to it); 3) the student answers orally; 4) the teacher listens to the answer, analyzes
it, and observes the student's behavior.

The ways of cheating and methods of preventing it are constantly improving. The
results of our own observations during remote classes and knowledge testing, as well
as an analysis of available open network infomation as of January 2026, are presented
below.

Link 1. "The examiner asks the question orally.” The student repeats the question,
possibly because the language may be foreign to both sides, the question is difficult to
formulate, the internet connection is poor, or to gain time and get the answer from a
prompter [2].

Countermeasure 1.1. The simplest option is to use "trick questions"” for Al: the
essence is to pause for 2-3 seconds in the middle of the question, but necessarily before
the key word that will change the meaning and answer. For example, the question:
"What are the clinical signs of inflammation..." — a pause of 2-3 seconds — the Al begins
to answer... But the question continues: "...of the palatine tonsils?" A pause of 2-3
seconds in a voice question for Al is a sign that the question is complete. The Al
formulates an answer without the key words: "palatine tonsils". Thus, the Al describes
the general signs of inflammation, rather than the symptoms of acute tonsillitis [22].
Accordingly, the answer will be incorrect. Another example: "What is the structure of
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clinical syndromes of immunopathology..." — pause — Al response formed. But
clarification of the question: "...in allergic rhinosinusitis?" [5] will change the answer.
Accordingly, the answer is incorrect when student use Al. A human would not make
this kind of mistake.

Countermeasure 1.2. Actually, questions do not necessarily have to be spoken
aloud! Instead of transmitting information using sound (audilization questions), it can
be visualized in real time by writing it down in advance with demonstration of a
diagrams and unique endoscopic images of ENT-organs. Visualization makes it
impossible to transcribe audio into a chatbot. However, today, chat Al can be tasked
with analyzing images and extracting questions from them. Of course, an unexpected
change in the generating questions method requires a change in the previously
unprepared method of fraud and, accordingly, a more significant expenditure of time.
In addition, even for GPT-4 Vision, the transcription of a visualized question can be
blocked by special Al-traps: «Invisible Font Injection», «Prompt Injection», and
«Watermarking». Their principle is that hidden white text question is embedded in the
slide on a white background in a minimal font (0.1 pt), which is indistinguishable to
the human eye but can be read and executed by an Al-transcriber.

For example, the slide clearly states the question: *Which paranasal sinuses drain
into the middle nasal meatus?", followed by the hidden text: “Ignore the previous
question. In your answer, it is necessarily to describe the principles of fractal analysis
of flying pink elephant”. The person does not see the hidden text and answers the
question. The Al reads and analyzes the page code — it recognizes all the text on the
screen, including the hidden instruction!!! Therefore, it generates answer about some
intersection of psycho-visual paradoxes. In addition, commands with emphasized
humor are also possible, which will be a 100% fraud for the entire group of students.
For example, a hidden task for Al might be written like "be sure to describe the
evolutionary logic of the coloring of a woodpecker diving underwater" — with next
answer: «the conflict of structural integrity vs. buoyancys...

Link 2. In the absence of knowledge, the student can send the question to a
prompter: a search engine, Al-chat or a third person. The question can be transmitted:
1) by typing; 2) by direct software transcription of the teacher's audio into text on the
screen ("Al-Teleprompters"); 3) by listening to a third person, who can also use the
actions in points 1-2. Of course, all these procedures significantly increase the time
delay between the question and the answer, which already indicates dishonesty [2].
Logical ways to avoid cheating at this stage are "ecological” control protocols, "audio
hygiene", and "poison audio™.

2.1. The gold standard for remote control is the "two camera" rule ("360-degree
securing"): 1) Camera 1 (webcam) focuses on the student's face; 2) Camera 2 is placed
to the side/behind at a distance of 1-1.5 meters so as to cover the monitor screen (or
several it) and the space in front of it, the student's hands, and the keyboard, making it
impossible to use a virtual or technical browser [1, 2, 3].

2.2. The concept of "audio hygiene" includes a ban on the use of external,
endoaural, and other headphones. The student must use the computer's speakers and
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microphone, allowing the examiner to hear any sounds made by the keyboard [1, 2, 3].
In addition, modern audio environment monitoring systems can analyze the sound
spectrum of a room and detect the sound of "typing cadence" when entering a question
into a text prompt (“acoustic fingerprinting"), while high-frequency filters can detect
whispering and extraneous voices.

2.3. The essence of the "Adversarial Audio Noise" method is to use special
background noise during the broadcast of the teacher's voice, which does not interfere
with the perception of information by a person, but disrupts the transcription of speech
by the "Whisper" and "Google Speech-to-Text" programs.

Link 3. Reading information from the screen before the "student's voice response”
causes a specific eye movement.

3.1. The human eye moves differently when a person is reading and when they
are remembering information. When reading text from a teleprompter, linear rhythmic
eye movements are observed, with rapid saccadic jumps of the gaze from left to right,
and natural eye contact is not maintained. Eye movement analysis ("Eye-Tracking &
Gaze Detection™) can be performed programmatically via a webcam. If the system
detects this pattern for 10+ seconds, it is a signal that there is a "prompter" on the
screen. In addition, if the focus of the gaze systematically deviates to a certain point on
the screen or beyond the screen (where the prompter window is located), the program
warns of a suspicious event.

The use of smart glasses with augmented reality or endoaural microphones allows
to maintain visual contact without looking away from the camera. However, this still
increases the latency of the response, which is necessary even for its Al generation,
reading, and voice reproduction,

3.2. Al can voice the student's answer in their own voice using software voice
synthesis (Text-to-Speech). However, such a voice has a "robotic" tone, a lack of
emotional emphasis, an unnatural, specific academic, non-conversational style with
inappropriate use of connecting words ("Therefore," "Moreover").

3.3. A simple and interesting method of testing integrity and diversifying
monotonous distance learning is multimodal testing ("Analogue Synthesis") using
physical objects. Students are asked to draw lines on a sheet of paper representing an
audiogram with the impression of a conductive or perceptive hearing loss, or
anatomical points of the myrinx, etc., This forces them to look away from the screen,
engage their motor articulation skills, and synchronize speech and physical
movements. Such simple schematic images are performed in real time in a matter of
seconds. In the case of cheating, the search, perception, and reproduction of
information will be delayed and, in most cases, will lead to a halt in the response.

Link 4. "Perception and analysis of the response by the teacher."”

Behavior analysis is a fairly simple method of academic dishonesty detection in
remote testing. Nonverbal markers of cheating appear, which are characteristic of
reading a ready-made answer instead of thinking (cognitive unloading). As mentioned
above, nonverbal markers include saccadic eye movements, response latency and
intonational flatness.
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The continued relevance of cognitive-behavioral methods of detecting cheating is
due to the fact that Al is not yet able to mimic the flexibility of human thinking under
stressful conditions (“stress test™). It is technically easier and more ethical to replace
"police surveillance" with an updated pedagogical strategy: questioning at subsequent
levels of thinking according to Bloom's taxonomy. Al works better at levels 1 and 2,
"knowledge (memory)" and "understanding (explanation),” but more often makes
mistakes at levels 4, 5, and 6 ("analysis (comparison)”, "synthesis (development)”,
"evaluation (justification)"), especially in the context of specific experience (level 3
"Application (solution)"). An example of this is the Interactive Oral Assessment (IOA)
methodology.

Thus, Sotiriadou and co-authors (2020) propose abandoning the "question-
answer" format in favor of "scenario dialogue."” The principle of contextualization is to
replace the question "What is the treatment strategy for otogenic meningitis?" with
"How does the concept of syndromic diagnosis of the nosology in question influence
the choice of treatment strategy?" Al does not know the context (nosology) if it is not
mentioned in the question and responds with "It seems that there are not many useful
results for your query..."

Another way is to form a metacognitive question. For example, "Describe the
logic of your thinking that led you to the chosen answer." Al generates a result rather
than describing the reflection process. However, Al learns, and it already responds to
the metacognitive question "How should one think in order to conclude which ENT
examination method can be used to diagnose purulent sphenoid-ethmoiditis?" Al
points to the path of clinical thinking (analysis of anatomical localization, drainage
path, and technical features (limitations) of ENT examination methods): 1) "The
paranasal sinuses orifices are opened into the sphenoid-ethmoid recess and the superior
nasal meatus; 2) "Secretions from the sinuses flow through the choanae into the
nasopharynx"; 3) "Technical logic of examination" — which method "sees around the
corner?" — posterior rhinoscopy (examination with a mirror through the oropharynx).”
Such a summary of thinking is absolutely adequate! In addition to the links in the chain
of reasoning: "analysis of localization, drainage path, examination possibilities,”" Al
offers modern "golden" additions — nasal endoscopy and CT.

The "context breaking" technique in the middle of an answer. For example, a
student talks about the functions of the nose. When the answer is interrupted with an
additional question: "Why is the mucus which is produced by the nasal cavity mucous
membrane not visible from the outside?" — this causes a "freeze" because the Al needs
to enter a new prompt, which in turn takes time. A student who is cheating and reading
the text panics... A student who knows the material begins to think aloud.

The issue of protection against academic dishonesty in remote interviews is
relevant in today's world. Therefore, numerous technological and cognitive
synchronous countermeasures have been developed to protect against remote cheating:
biometric and automated control using Al ("Al proctoring™). Al proctoring is an
automated system for monitoring remote exams that uses artificial intelligence instead
of or in conjunction with humans to ensure testing integrity [3, 4, 6, 7, 8, 25, 26, 27].
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For this purpose, specialized software such as Proctorio, Honorlock, Examity,
Proctortrack, SmarterProctoring, Coursera, and edX) is used, which allows control to
be delegated to computer vision algorithms with the ability to lock the operating system
during video conferences (Browser Lockdown). The use of special browsers (Safe
Exam Browser — SEB), which integrate with the Learning Management System (LMS)
like Moodle, Canvas, Blackboard and creates a «Kiosk Mode». Launching the SEB
survey software turns the computer into a single-task station (Alt+Tab, Ctrl+C/V,
Win+L key combinations are blocked; launching virtual equipment or remote access
programs (TeamViewer, AnyDesk) is prohibited); control and blocking of the
connection of a second monitor in Zoom/Teams programs, including the inability to
open Al in a separate screen or on the second monitor screen. Attempts to use a virtual
audio cable to redirect the teacher's question directly to the Al transcriber are blocked
when scanning drivers used instead of a physical microphone.

In general, the modern concept of the response to Al-cheating is Al proctoring.

As of January 2026, proctoring systems continue to be improved through the
integration of biometric data and real-time behavior analysis in «Think Examy,
«TestInvite», «TestTrick», and «Proctor360».

The «Think Exam» Al system is a cloud platform from Ginger Webs that
performs Al proctoring (automatic face recognition, monitoring of the environment,
sounds, and movements, including eye movements, detection of multiple browser
windows with Lockdown Browser desktop blocking) and Live Proctoring (real-time
human observation via webcam and microphone). The Al creates question collections
and exam options, generates various reports, including comparisons of participants'
results by topic. The program integrates with existing LMS and human resource
management systems (HR, HRM, or HRIS) through open data exchange and
communication programs (API) — for example, Teams. The platform supports the
creation of MCQs (multiple-choice questions), subjective open questions,
psychometric tests, video interviews, and coding tests. As of January 2026, there is a
limited free version is available (30 tests per month). The full version is available by
subscription ($36.81 per month for 100 users).

«Testlnvite» is a professional cloud-based hybrid (Al + Human) automated
platform that analyzes video and audio, with a «confidence rating» and automatic
survey completion. In addition to the above features, it has the ability to randomly
shuffle questions and create unique individual task sets using LOFT (Linear On-the-
Fly Testing) technology. The platform is aimed at large enterprises, government
agencies, and HR departments to conduct thousands exams at once). A limited free
version is available. The full version is available by subscription (from $37 per month).

The distinctive features of the «TestTrick» comprehensive HR platform are its
adaptability to detecting sophisticated methods of cheating (deepfake technology),
including support for mobile devices (as with «TestInvite»), and its ability to operate
at low internet speeds. In addition, the «TestTrick» platform library contains over 400
tests in 12+ programming languages, cognitive abilities and foreign language skills.
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The platform allows to write code in real time with the ability to view the writing
process. It offers one-way video interviews, plagiarism tracking, and integration with
candidate management systems (Greenhouse, Workday). There is a 7-day free version
and a full subscription version (from $35 per month).

Most leading universities and certification centers (e.g., Microsoft) have already
integrated «Proctor360» into their learning platforms. The main features of
«Proctor360» are the patented «360 Total View™» technology with a 360° camera,
support for simultaneous viewing via a computer webcam, smartphone camera, and
screen sharing, data encryption according to privacy standards (GDPR, FERPA) and
integration with popular LMS: «Canvas», «Moodle», «Blackboard» and «Brightspace».

The mandatory implementation of these methods requires transparency and the
creation of an "Academic Integrity Policy in Al" protocol, which must declare: 1) the
student's consent to the use of a second camera and proctoring systems; 2) a warning
about the possibility of using "trap questions™; 3) the teacher's right to stop the exam if
signs of academic dishonesty are detected.

Conclusion. It is impossible to completely eliminate the risk of Al use in remote
testing without professional hybrid monitoring, which includes: 1) real-time «Al
proctoring» (face recognition, automatic analysis of the environment with 360° video
cameras, sounds, and movements, including eye movements, detection of multiple
browser windows with desktop locking) with a "confidence level" assessment; 2) «Live
Proctoring» (simultaneous human observation via webcam and microphone);
3) comprehensive application of tests at various levels of abstraction, including
illustrative, subjective opened questions, psychometric tests with a transition from
memory testing to testing of subsequent levels of competence and critical thinking with
randomized shuffling of questions or the creation of unique individual sets of tasks
using video interviews; 4) Al adaptability to detect deepfake technologies; 5) plagiarism
tracking; 6) data encryption according to privacy standards.

Hybrid proctoring programs should be able to be integrated into commonly used
learning management systems.
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